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1. General Provisions 

1.1 The Regulations on the Internal Control System of FGC UES, PJSC (the 

“Regulations”) constitute a by-law of FGC UES, PJSC (the “Company”), which establishes the 

general principles for building the internal control system, its goals and objectives, the general 

approaches to the organization, allocation of responsibility between the internal control system 

participants and the nature of their interaction. 

1.2 The Regulations are based on the best practices and experience of the leading 

international and Russian companies and have been developed to implement the provisions of 

the Company’s Development Strategy and to improve the internal control system of FGC UES, 

PJSC. 

1.3 These Regulations have been developed to ensure the implementation and 

operation of an effective internal control system that meets the requirements of regulators, the 

generally accepted practices and standards of internal control activities, as defined, inter alia, by 

the Corporate Governance Code (approved by the Board of Directors of the Bank of Russia on 

March 21, 2014), and contributes to the achievement of the Company’s goals. 

1.4 These Regulations shall apply to all internal control process participants specified 

in Section 4 hereof. The Regulations shall be binding on all business units and branches of the 

Company. 

1.5 The Company’s by-laws that regulate the activities affecting the internal control 

system shall comply with the requirements of these Regulations. 

1.6 The Regulations shall be approved by the Board of Directors of the Company 

subject to preliminary consideration by the Audit Committee of the Board of Directors of the 

Company. 

1.7 The Regulations shall be amended upon the change in: 

- the goals and objectives of the internal control system; 

- the functions of the internal control process participants; 

- the legislative requirements and instructions of regulatory executive authorities; 

- other internal and external factors that affect the activities and the internal control 

system of the Company. 

When amendments are made, the restated version of the Regulations shall be approved. 

Amendments to the Regulations may be initiated by the Head of the Internal Control and 

Risk Management Office, Heads of the Company’s business units, the Management Board, the 

Chairman of the Management Board, the Audit Committee of the Board of Directors of the 

Company, the Board of Directors of the Company. 

Preparation and consolidation of proposals to amend the Regulations and the development of 

the restated version of the Regulations shall be made by the Internal Control and Risk 

Management Office. 

1.8 The Regulations have been developed in accordance with the List of Documents, 

Regulatory Enactments and Generally Accepted Standards that apply to the implementation of 

the internal control process at the Company: 

- Federal Law No. 208-FZ “On Joint Stock Companies” (dated December 26, 1995); 

- Federal Law No. 402-FZ “On Accounting” (dated December 6, 2011); 

- Federal Law No. 273-FZ “On Fighting Corruption” (dated December 25, 2008); 

- Strategy for Development of the Russian Power Network Complex approved by the 

Russian Government Order No. 511-r dated April 3, 2013; 

- Corporate Governance Code of the Russian Federation (Letter of the Bank of Russia 

No. 06-52/2463 “On the Corporate Governance Code” dated April 10, 2014); 

- Decree of the Russian Federation Government No. 696 “On Approval of the Federal 

Auditing Rules (Standards)” (dated September 23, 2002); 

- Recommendations of the Russian Ministry of Finance No. PZ-11/2013 

“Organization and exercise by an economic entity of internal control over matters of business 

life, maintenance of accounting records and preparation of accounting (financial) statements” 



(letter of the RF Ministry of Finance No. 07-04-15/57289 dated December 26, 2013); 

- Order of the Federal Agency for State Property Management (Rosimushchestvo) 

No. 357 “On Approval of Guidelines for Organization of Work of the Board of Directors in a 

Joint Stock Company” (dated November 21, 2013); 

- Order of Rosimushchestvo No. 86 “On Approval of Guidelines for Organization of 

Work of the Board of Directors’ Audit Committees in a Joint Stock Company with Participation 

of the Russian Federation” (dated March 20, 2014); 

- Order of Rosimushchestvo No. 350 “On Approval of Guidelines for Preparation of 

the Regulations on the Audit Commission of a Joint Stock Company with Participation of the 

Russian Federation” (dated September 16, 2014); 

- Order of Rosimushchestvo No. 249 “On Approval of Guidelines for Organization of 

Internal Audit in Joint Stock Companies with Participation of the Russian Federation” (dated 

July 4, 2014); 

- Order of Rosimushchestvo No. 80 “On Approval of Guidelines for Organization of 

Risk Management and Internal Control in the Field of Anti-Corruption in Joint Stock Companies 

with Participation of the Russian Federation” (dated March 2, 2016); 

- Draft Guidelines of Rosimushchestvo for Preparation of Regulations on the Internal 

Control System in Joint Stock Companies with Participation of the Russian Federation; 

- Guidelines of Rosimushchestvo for Preparation of Regulations on Internal Audit, 

which are approved by Instruction of the Russian Federation Government No. ISH-P13-4148 

dated June 24, 2015; 

- Guidelines of Rosimushchestvo for Preparation of Regulations on the Risk 

Management System, which are approved by Instruction of the Russian Federation Government 

No. ISH-P13-4148 dated June 24, 2015; 

- National standard GOST R ISO 31000:2010 “Risk Management. Principles and 

Guidance” (Order of the Federal Agency for Technical Regulation and Metrology No. 883-ct 

dated December 21, 2010); 

- National standard GOST R ISO 31010:2011 “Risk Management. Risk Evaluation 

Methods” (Order of the Federal Agency for Technical Regulation and Metrology No. 680-ct 

dated December 1, 2011); 

- COSO’s concept “Guidance on Monitoring Internal Control Systems” (2009); 

- COSO’s concept “Internal Control – Integrated Framework” (2013); 

- COSO’s concept “Enterprise Risk Management. 

Integrated Framework” (2004); 

- International Standards for the Professional Practice of Internal Auditing adopted by the 

Institute of Internal Auditors (including the International Professional Standards 

of Internal Audit); 

- the Company’s Articles of Association and by-laws. 

1.9 The Regulations shall be the basis for developing internal methodological and 

administrative documents that regulate and describe in detail the organization and exercise of 

internal control (both at the level of the Company as a whole and at the level of individual 

functional lines of activity and subsidiaries). 

2. Definition, Goals and Objectives of the Internal Control System 

2.1 The internal control system is a set of organizational measures, methods and 

procedures created and used in order to exercise internal control efficiently. 

Internal control is a process which is implemented by the Board of Directors of the 

Company, the Audit Commission of the Company, the collegial and sole executive bodies of the 

Company, managers and employees at all levels of the Company’s management, and which is 

aimed at providing reasonable assurance in achieving the Company’s goals. 

Internal control is a continuous and cyclical process within the overall management system 

of the Company. Internal control is an integral part of the Company’s risk management system. 

The internal control system covers all areas of the Company’s activities. Control procedures 



shall be carried out continuously in all processes (lines of activity) of the Company at all 

management levels. 

2.2 The goal of the internal control system is to provide reasonable assurance in 

achieving the goals set for the Company: 

- operating goals, i.e. goals that relate to the effectiveness and efficiency of the 

Company’s business operations, including goals to achieve key performance indicators of 

operating activities and to ensure the safety of assets; 

- goals in the field of reporting, i.e. goals that relate to the preparation of internal and 

external financial and non-financial statements and include tasks to ensure their accuracy, 

timeliness and transparency or compliance with other requirements of regulators, standard-

setting bodies, or the Company’s policies; 

- compliance goals, i.e. compliance with legal requirements, requirements of 

regulatory and supervisory bodies, as well as the Company’s by-laws that determine the internal 

policy, rules and regulations. 

Strategic goals are not part of internal control. Setting a strategy is a prerequisite for internal 

control. 

The internal control system shall ensure an objective, fair and clear idea of the current state 

of the Company, as well as integrity and transparency of the Company’s statements. 

2.3 The objectives of the internal control system shall be as follows: 

- to ensure the safety of the Company’s assets, to ensure the efficient use of the 

Company’s resources, to ensure the protection of the Company’s interests, to counteract unfair 

actions of the Company’s employees and third parties; 

- to ensure the implementation of the financial and economic plans of the Company in 

the most efficient and economical way (by building effective processes (lines of activity)); 

- to ensure effective prevention, detection and rectification of violations when the 

Company carries out its activities and conducts financial and business operations; 

- to ensure the development and implementation of effective control procedures in 

order to reduce the risks associated with the Company’s activities to a level not higher than the 

preferred risk; 

- to ensure the prevention or detection of deviations from the established rules and 

procedures, as well as distortions in accounting data, accounting (financial) and other statements; 

- to ensure the compliance with the requirements of the law applicable to the 

Company’s activities, as well as the compliance with internal policies, regulations and 

procedures of the Company; 

- to ensure the integrity, completeness, accuracy and timeliness of the preparation and 

presentation of information and all types of the Company’s statements as established by 

applicable laws and the Company’s regulatory documents; 

- to ensure the safety of personnel and third parties when the Company carries out 

its activities, and to ensure the environmental safety; 

- to ensure reliable, high-quality and affordable energy supply to consumers. 

2.4 The goals and objectives of the internal control system may change as the internal 

control process develops and improves. The goals and objectives of the internal control system 

shall be reviewed for their relevance and compliance with the current level of development at 

least once every 5 years. 

2.5 The subjects of the internal control system shall be the internal control process 

participants the composition and functions of which are disclosed in Section 4 hereof. 

The internal control objects shall be the production, financial, economic and other activities 

of the Company, as well as its assets, liabilities, accounting statements and other reports. 

2.6 The following restrictions have an impact on the Company’s activities in the field of 

internal control and the effectiveness of achieving the goals of the internal control system: 

- External environment restrictions. Internal control operates at various levels and is 

aimed at achieving various goals. Some events and conditions that have a significant impact on 



achieving goals are beyond the control of the Company. 

- Internal environment restrictions, including the effectiveness of corporate 

governance, the adequacy of goals defined as the initial conditions for the exercise of internal 

control, the subjectivity of judgments when making decisions regarding the choice of control 

measures, the human factor, resource constraints and the related need to take into account the 

costs of internal control and the benefits of taking actions within any of the internal control 

components. 

 

3. Internal Control Components and Principles 

3.1 The main components (elements) of internal control shall be as follows: 

- control environment, i.e. a set of standards, processes and structures that provide a 

basis for internal control and risk management in the Company; 

- risk management, i.e. the coordinated actions carried out by the Company’s 

management bodies, employees and other stakeholders to run the Company taking into account 

the risk; 

- control procedures, i.e. actions prescribed by policies and procedures, which help 

ensure the implementation of instructions and resolutions of the Company’s management bodies 

to reduce risks that impede the achievement of goals; 

- information and communication: the Company needs information to organize the 

internal control and risk management system; communication is a continuous, repetitive process 

of providing, receiving and exchanging the necessary information; 

- monitoring procedures, i.e. actions aimed at confirming the availability and 

functioning of the five components of the internal control and risk management system, 

including the controls that ensure the implementation of the principles within each component, 

using continuous (constant) evaluations, periodic (individual) evaluations, or a combination 

thereof. 

All components of the internal control system are interrelated; therefore, the effective 

operation of the internal control system can only be ensured subject to the effective functioning 

of all its components, both individually and in combination, at all levels of management. 

3.2 The fundamental concepts associated with the components (elements) of internal 

control are the internal control principles applicable to the Company’s goals, the reasonable 

assurance in the achievement of which the internal control system is intended to provide. 

3.3 The internal control principles shall be as follows: 

3.3.1 The Company demonstrates its commitment to decency and ethical values. 

3.3.2 The Board of Directors of the Company demonstrates its independence from the 

Company’s management bodies and oversees the development and operation of the internal 

control and risk management system. 

3.3.3 The Board of Directors approves the organizational structure of the Company’s 

executive office, the Chairman of the Management Board allocates responsibilities among the 

Deputy Chairmen of the Management Board and ensures the implementation of the Company’s 

business plans necessary for achieving its objectives. 

3.3.4 The Company demonstrates the desire to engage, develop and retain competent 

employees in accordance with the goals set. 

3.3.5 The internal environment is the atmosphere in the Company that determines how 

the risk is perceived by its employees and how they respond to it. 

3.3.6 The Company’s goals shall be defined before management begins to identify 

events that could potentially affect their achievement. 

3.3.7 Internal and external events that influence the achievement of the Company’s 

goals shall be determined taking into account their division into risks or opportunities. 

Opportunities shall be taken into account by management when forming a strategy and setting 

goals. 

3.3.8 Risks shall be analyzed taking into account the probability of their occurrence and 



the degree of their influence on the Company’s activities in order to determine what actions 

should be taken in relation to them. 

3.3.9 Management shall choose a risk response method by developing a number of 

measures that make it possible to bring the identified risk in line with the acceptable level of risk 

and the preferred risk of the Company. 

3.3.10 Policies and procedures shall be designed and established in such a way as to 

provide reasonable assurance that the response to an emerging risk is effective and timely. 

3.3.11 The necessary information shall be determined, recorded and transferred in such 

a form and within such time limits as to allow employees to fulfill their functional duties. An 

effective exchange of information within the organization shall be carried out both vertically and 

horizontally. 

3.3.12 The whole risk management process shall be monitored and adjusted as 

necessary. Monitoring shall be carried out as part of the current management activities or 

through periodic evaluations. 

3.3.13 The Company shall select and develop control procedures that allow to reduce 

the risks that impede the achievement of goals to an acceptable level. 

3.3.14 The Company shall select and develop the technology control procedures to 

achieve its goals. 

3.3.15 The Company shall implement control procedures through policies that 

determine the expected results, and procedures through which policies are implemented. 

3.3.16 The Company shall receive or generate and use meaningful and high-quality 

information to maintain the operation of the internal control and risk management system. 

3.3.17 The Company shall carry out an internal exchange of information, including 

information on goals and obligations in the field of internal control and risk management, which 

is necessary for its activities. 

3.3.18 The Company shall exchange information with external parties on issues that 

affect the operation of the internal control and risk management system. 

3.3.19 The Company shall select, prepare and conduct continuous and/or periodic 

evaluations of the components of the internal control and risk management system in order to 

make sure that they are available and working. 

3.3.20 The Company shall assess the weaknesses of the internal control and risk 

management system and timely inform the parties responsible for the implementation of 

corrective measures, including the senior management and the Board of Directors of the 

Company. 

3.4 When organizing, operating and developing the internal control system, the 

Company strives to follow the basic principles and approaches reflected in the COSO’s concept 

“Internal Control – Integrated Framework” (2013), recommendations of the Russian Ministry of 

Finance No. PZ-11/2013 “Organization and exercise by an economic entity of internal control 

over matters of business life, maintenance of accounting records and preparation of accounting 

(financial) statements” (letter of the RF Ministry of Finance No. 07-04-15/57289 dated 

December 26, 2013). 

3.5 The components and principles specified in this Section, which underlie the 

building and operation of the internal control system, are uniform and shall be observed at all 

levels of the Company. 

 

4. Internal Control Process Participants and their Functions 

4.1 The internal control process participants shall be as follows: 

- the Company’s Board of Directors; 

- Audit Committee of the Company’s Board of Directors; 

- other committees of the Company’s Board of Directors; 

- the Company’s Audit Commission; 

- executive bodies of the Company (Management Board, Chairman of the Management 



Board); 

- collegial working bodies established by the executive bodies of the Company to 

perform specific functions (commissions, working groups, etc.); 

- heads of the Company’s business units; 

- employees of the Company’s business units, which implement control procedures 

pursuant to their employment duties; 

- Internal Control and Risk Management Office; 

- Economic Security and Anti-Corruption Enforcement Department; 

- Internal Audit Department. 

The roles of the internal control process participants shall be differentiated depending on 

their participation in the relevant stages of the internal control process. 

The improvement of the internal control system and the implementation of control 

procedures shall be based on the effective and coordinated interaction of all participants in the 

internal control process at all management levels, which ensures the prompt exchange of 

information and timely managerial decisions, the coherence and effectiveness of the control 

procedures implemented, as well as eliminates the duplication of functions and ensures efficient 

operation of the internal control system. 

The responsibility shall be delimited, each control function shall be assigned to one 

participant of the internal control process. 

4.2 The Company’s Board of Directors shall: 

- define the principles and approaches to the organization of the internal control 

system of the Company, including approve the Company’s by-laws that determine the 

organization of the internal control system, the criteria for evaluating the performance of the 

internal control system; 

- exercise control over the activities of the Company’s executive bodies in the main 

(priority) areas; 

- annually review the report of the Chairman of the Management Board and members 

of the Management Board on the operation of the Company’s internal control system; 

- annually review the internal auditor’s reports on the performance of the internal 

control system; 

- consider the results of an external independent evaluation of the performance of the 

internal control system. 

4.3 The Audit Committee of the Company’s Board of Directors shall: 

- carry out a preliminary examination, before approval by the Board of Directors of the 

Company, of by-laws that determine the organization of the internal control system, the criteria 

for evaluating the performance of the internal control system; 

- carry out a preliminary examination, before examination by the Board of Directors of 

the Company, of: 

• the report of the Chairman of the Management Board and members of the 

Management Board on the operation of the internal control system; 

• the internal auditor’s report on the performance of the internal control system, as 

well as the information on the results of an external independent evaluation of the performance 

of the internal control system; 

- consider the issues related to monitoring the accuracy of the Company’s accounting 

(financial) statements, the selection of an external auditor and the conduct of an external audit, 

the compliance with regulatory legal requirements, as well as the issues related to the analysis 

and evaluation of the performance of these Regulations. 

4.4 Other committees of the Company’s Board of Directors shall, within their 

competencies established by the Board of Directors, monitor the achievement of financial and 

operational indicators, monitor the compliance with applicable laws, as well as rules and 

procedures established by local regulatory documents, and the accuracy and timeliness of the 

statements prepared by the Company. 



4.5 The Company’s Audit Commission shall: 

- confirm the accuracy of the data contained in the annual report, annual accounting 

(financial) statements of the Company; 

- analyze the Company’s financial standing, find ways to improve the Company’s 

financial standing and develop recommendations for the management bodies; 

- carry out an audit (inspection) of the Company’s financial and economic activities. 

4.6 The Company’s executive bodies (Management Board, Chairman of the 

Management Board) shall perform the following functions related to internal control: 

- ensuring the establishment and effective operation of the internal control system; 

- ensuring the implementation of the Board of Directors’ decisions in the field of 

organization of internal control. 

4.7 The Management Board of the Company shall: 

- ensure the submission of the reports prepared by the Chairman and members of the 

Management Board on the operation of the internal control system to the Board of Directors’ 

meeting (subject to preliminary consideration of such reports by the Audit Committee of the 

Company’s Board of Directors); 

- consider the results of an external independent and internal evaluation of the 

performance of the internal control system, as well as measures to develop and improve the 

internal control system. 

4.8 The Chairman of the Company’s Management Board shall: 

- approve the Company’s regulatory and methodological documents on the 

organization and operation of the internal control system, except for any documents whose 

approval is within the competence of the Company’s Board of Directors; 

- ensure the implementation of the Company’s plans of activities, which are necessary 

for achieving its objectives; 

- arrange the maintenance of accounting and management records, preparation of 

accounting (financial) and other statements; 

- submit reports on the financial and economic activities of the Company, as well as on 

the organization and operation of the internal control system to the Company’s Board of 

Directors for consideration. 

4.9 Collegial working bodies established by the Company’s executive bodies to 

perform specific functions (commissions, working groups, etc.) shall, within their powers, carry 

out control procedures and/or make recommendations on improving control procedures, 

individual components (elements) of internal control and the internal control system. 

4.10 The heads of the Company’s business units shall carry out the functions of 

developing, documenting, implementing, monitoring and improving the internal control system 

in the functional areas of the Company’s activities, the responsibility for organizing and 

coordinating which areas is assigned to them by the Company’s regulatory documents / 

regulations on business units, including: 

- ensure the implementation of the internal control principles; 

- organize the formation of effective processes (lines of activity), including the 

development and implementation of the new or change in the existing control procedures, taking 

into account identified risks; 

- evaluate the processes (lines of activity) supervised by them with respect to the need to 

optimize them to increase efficiency and to meet changing external and internal environment 

conditions, ensure their regulation, organize the development of proposals for improving control 

procedures; 

- arrange the implementation of control procedures; 

- monitor the implementation of control procedures; 

- ensure the elimination of deficiencies identified in control procedures and processes 

(lines of activity). 

4.11 The employees of the Company’s business units, who implement control 



procedures pursuant to their employment duties, organizational, structural and other internal 

regulatory documents of the Company (control procedure owners), shall: 

- perform control procedures; 

- ensure timely notification of their line managers of the cases when implementation of 

control procedures has become impossible for any reason and/or a change in design of control 

procedures is required in connection with the change in the internal and/or external business 

environment of the Company; 

- submit proposals for introduction of control procedures in the relevant fields of 

activity to their line managers for consideration. 

4.12 The Internal Control and Risk Management Office shall: 

- provide overall coordination of internal control processes; 

- ensure the development of fundamental methodological documents in the field of 

internal control; 

- arrange training for the Company’s employees in the field of internal control; 

- provide assistance to the management of the Company and controlled companies in 

the development of control procedures, monitor the implementation of control procedures in the 

Company; 

- monitor the efficiency of the internal control system in functional areas, including 

through the implementation of self-assessment tools; 

- prepare reports for management bodies and other stakeholders on the operation of the 

internal control system and the improvement of the quality of the internal control system of the 

Company and controlled companies. 

4.13 The Economic Security and Anti-Corruption Enforcement Department shall: 

- prepare and ensure the implementation of the Company’s Anti-Corruption Policy; 

- arrange and conduct corporate and anti-corruption compliance procedures in the Company; 

- carry out control over compliance with the requirements of the laws of the Russian 

Federation, orders of the Government and regulatory bodies of the Russian Federation; 

- arrange and hold activities on legal education of the Company’s employees on the 

issues of anti-corruption and law-abiding behavior; 

- implement and improve a set of measures to identify affiliation and resolve conflicts of 

interest; 

- organize and exercise effective control over the compliance by the Company’s 

employees with the anti-corruption laws of the Russian Federation, applicable rules of 

international law, local regulations, organizational and administrative documents of the 

Company, resolutions of the Company’s collegial management bodies; 

- submit reports to the federal executive bodies in accordance with the requirements of 

the regulatory legal acts of the Russian Federation regarding the disclosure of information about 

the entire chain of counterparty ownership. 

4.14 The Internal Audit Department shall: 

- prepare recommendations (based on the internal audit results) for improving control 

procedures, individual components (elements) of internal control and the internal control system; 

- carry out an internal independent evaluation of the performance of the internal control 

system and provide recommendations for improving the efficiency and effectiveness of the 

internal control system. 

4.15 The Company’s internal control system shall operate in accordance with the 

“three lines of defense” model. 

This model means the implementation of internal control in the Company at three levels: 

- at the level of management bodies (sole and collegial executive bodies), the 

Company’s business units performing control procedures by virtue of their functions and 

employment duties – the first line of defense; 

- at the level of control units of the Company – the second line of defense; 

- at the level of the Internal Audit Department – the third line of defense. 



4.16 All participants of the internal control system shall be 

liable for the proper organization and performance of control procedures within their powers as 

set forth in the Articles of Association of the Company, these Regulations, local regulatory 

documents of the Company, regulations on business units and duty instructions. 

 

5. Interaction within the Internal Control System 

5.1 The interaction between the internal control system participants at various levels of the 

hierarchy (vertical interaction within the internal control system) shall be as follows: 

 

 
 

Акционеры Shareholders 

Представление заключения о достоверности 

данных Годового отчета и годовой 

бухгалтерской отчетности 

Submission of the conclusion on the adequacy 

of data in the Annual Report and annual 

financial statements 

Предоставление отчетов Submission of reports 

Ревизионная комиссия Audit Commission 

Информирование Provision of information 

Совет директоров (комитеты) Board of Directors (Committees) 

Выдача рекомендаций по 

совершенствованию СВК 

Provision of recommendations on improving 

the ICS 

Утверждение Положения о СВК Approval of the Regulations on ICS 

Надзор за СВК ICS supervision 

Выработка предложений по 

совершенствованию СВК 

Preparation of proposals for improving the ICS 

Подготовка рекомендаций по 

совершенствованию СВК 

Preparation of recommendations on improving 

the ICS 

Информирование Provision of information 

Исполнительные органы Executive bodies 

Утверждение ЛНА LNA approval 



Обеспечение функционирования СВК Ensuring the operation of the ICS 

Подотчетность Accountability 

Подготовка предложений по 

совершенствованию СВК 

Preparation of proposals for improving the ICS 

Подготовка предложений по 

совершенствованию СВК в области 

предупреждения и противодействия 

коррупции 

Preparation of proposals for improving the ICS 

in the field of preventing and fighting 

corruption 

Структурные подразделения Business units 

Дирекция внутреннего контроля и 

управления рисками 

Internal Control and Risk Management Office 

Департамент экономической безопасности 

и противодействия коррупции 

Economic Security and Anti-Corruption 

Enforcement Department 

Департамент внутреннего аудита Internal Audit Department 

Методологическое обеспечение Methodological support 

ДО Общества Company’s subsidiaries 

Взаимодействие между обществом и ДО  Interaction between the Company and its 

subsidiaries  

 

Vertical interaction within the internal control system shall be carried out taking into account 

the provisions of these Regulations and by-laws that regulate the activities of the internal control 

system participants. 

5.2 The interaction between the Company’s business units within the framework of 

organization and implementation of the internal control system (horizontal interaction within the 

internal control system) shall be as follows:  

 

 
 

Структурное подразделение Business unit 

Обмен информацией Exchange of information 

Дирекция внутреннего контроля и 

управления рисками 

Internal Control and Risk Management Office 

Департамент внутреннего аудита Internal Audit Department 

Департамент экономической безопасности 

и противодействия коррупции 

Economic Security and Anti-Corruption 

Enforcement Department 

Методология  Methodology  

Координация Coordination 

Информация (отчетность) Information (reports) 



Предложения Suggestions 

Аудит Audit 

Рекомендации Recommendations 

Информация Information 

Методология, координация в области 

предупреждения и противодействия 

коррупции 

Methodology, coordination in the field of 

preventing and fighting corruption 

 

Horizontal interaction within the internal control system shall be carried out taking into 

account the provisions of these Regulations and the Company’s by-laws that regulate the 

interaction of the Company’s business units in the internal control process. 

5.3 The interaction with external stakeholders (external control (supervisory) bodies, external 

auditors, as well as other external stakeholders) on internal control issues shall be carried out in 

accordance with the laws of the Russian Federation and the relevant regulatory documents of the 

Company. 

 

6. Main Stages of Internal Control Process 

Internal control is a continuous and cyclical process within the overall management system 

of the Company, which includes the following main stages: 

6.1 Building the control environment of processes (lines of activity), developing and 

implementing the control procedures 

6.1.1 Building the control environment of processes (lines of activity), developing and 

implementing the control procedures, including: 

- assessing the efficiency of existing processes (verifying the adequacy of regulatory 

documents and control procedures to prevent risks, mitigate risks to a level not higher than the 

preferred risk (risk appetite), or reduce the consequences of risk realization); 

- developing and introducing, taking into account the identified risks, the new or 

modifying the existing control procedures carried out at various levels of management, including 

developing the general control procedures for corporate and technological automated systems. 

When developing control procedures, the conditions of the external and internal environment 

affecting the activities of the Company shall be taken into account. 

Control procedures shall be continuously improved and adapted to changes in the internal and 

external environment; 

- formalizing control procedures in the Company’s regulatory documents. Control 

procedures at all management levels and in all processes (lines of activity) shall be formalized in 

the Company’s regulatory documents. The wording of a control procedure included in the 

regulatory document shall, where possible, include information about the control procedure 

performer (his position), actions taken by him as part of the control procedure, the frequency of 

the control procedure, information sources, documents or facilities subject to control, as well as 

about documents confirming the fact of the control procedure. Information about control 

procedures shall be recorded in the control matrices (the procedure for making such matrices 

shall be established by an individual methodological document). 

6.1.2 The preventive, current and follow-up control shall be carried out as part of the 

internal control system. 

6.1.3 Types of control procedures applied by the Company: 

- according to the time of implementation: preventing and detecting; 

- according to the degree of automation: automated, semi-automatic (IT-dependent 

manual) and manual; 

- according to the level of significance: key and non-key; 

- according to the method of implementation: authorization (approval, confirmation), 

verification, reconciliation, delineation of powers (segregation of duties), asset preservation 

measures (physical control), procedures related to computer processing of information and 



information systems, etc. 

6.1.4 Internal control is aimed at preventing the allocation of powers to perform a 

control procedure and control its implementation to one person, as well as at delimiting the 

powers to carry out the following functions: initiation, authorization, performance, recording and 

control of operations. 

If the delineation of incompatible powers (segregation of incompatible duties) is practically 

impossible, alternative control procedures shall be developed. 

6.1.5 Control procedures in the field of information processing shall ensure the 

completeness, correctness, accuracy and timeliness of such information. 

6.2 Implementation of control procedures 

6.2.1 Control procedures embedded in the processes (lines of activity) and current 

activities of employees shall be implemented based on the Company’s regulatory documents that 

define the expected results and the procedure for implementing processes (lines of activity). 

The responsibility and accountability of the head (or another assigned worker) of the 

business unit in which the risks are identified for the implementation of control procedures shall 

be established. 

6.2.2 Control procedures shall be timely, and shall be carried out thoroughly and 

consistently by competent employees. 

6.2.3 The results of financial and business operations and control procedures in the 

Company shall be properly documented and stored. 

6.2.4 Based on the results of control procedures, the issues on the need for corrective or 

other actions, including those aimed at eliminating the identified deviations, errors and corrupt 

practices, shall be considered. 

6.3 Evaluation (monitoring) of the effectiveness of control procedures 

6.3.1 The evaluation (monitoring) of the effectiveness of control procedures shall 

include: 

- verifying the effectiveness of the design of control procedures; 

- checking the actual implementation of control procedures. 

6.3.2 The evaluation (monitoring) of the effectiveness of control procedures may be 

carried out through continuous evaluations and periodic evaluations, or a combination thereof. 

6.3.3 Continuous evaluations of the effectiveness of control procedures are certain 

routine procedures built into the process (line of activity), which are carried out in real time to 

respond to changing conditions. 

6.3.4 Periodic evaluations of the effectiveness of control procedures (evaluations at 

certain intervals) may be carried out by the heads of business units for the processes (lines of 

activity) they supervise, as well as by the internal audit department as part of internal audits. 

6.4 Response 

6.4.1 If any deficiencies are identified as a result of the evaluation (monitoring) of the 

effectiveness of control procedures, the following main actions shall be carried out: 

- analyzing the nature and causes of the deficiencies identified; 

- conducting additional checking or testing, where necessary; 

- setting priorities and drawing up a plan to eliminate the deficiencies identified. 

6.4.2 The completeness and timeliness of eliminating the identified deficiencies shall be 

controlled by the heads of the Company’s business units. 

6.4.3 The issues of the need to improve control procedures shall be considered based on 

the results of the evaluation (monitoring) of the effectiveness of control procedures. 

 

7. Assessment of Efficiency of the Internal Control System 

7.1 To ensure that the internal control system is efficient and meets the objectively changing 

requirements and conditions, the Company shall periodically assess the efficiency of the internal 

control system for its compliance with the target state and maturity level. Maturity shows the 

extent to which the internal control system is defined, manageable, controllable and efficient. A 



higher level of maturity indicates a more efficient state of the internal control system. 

7.2 To assess the state (maturity level) of the internal control system, the criteria established 

by the Standard for Assessing the Efficiency of the Internal Control and Risk Management 

System of the Company shall be used. 

7.3 The forms for assessing the efficiency of the internal control system shall be as follows: 

- self-assessment; 

- internal independent assessment; 

- external independent assessment. 

7.4 The frequency of assessing the efficiency of the internal control system shall be as 

follows: 

- continuous (constant) assessment; 

- periodic assessment. 

7.5 The self-assessment of the efficiency of the internal control system in respect of a 

specific process (line of activity) shall be carried out by the head of the business unit in charge of 

the respective process (line activity). 

During the self-assessment, the availability and operation of the components (elements) of 

internal control within the supervised process (line of activity) shall be assessed. 

The decision on the frequency of self-assessment (but at least once a year) shall be made by 

the head of the business unit 

in charge of the respective process (line activity), taking into account the speed of changes in the 

process being supervised and in the activities of the Company, as well as taking into account the 

balance between continuous and periodic assessment. 

7.6 An independent internal assessment of the efficiency of the internal control system shall 

be carried out annually by the Internal Audit Department. The internal auditor’s report on the 

efficiency of the internal control system shall be brought to the information of the Company’s 

Board of Directors (subject to preliminary consideration of such report by the Audit Committee 

of the Company’s Board of Directors). The information on the results of an internal independent 

assessment of the efficiency of the internal control system shall also be included in the annual 

report of the Company. 

7.7 An external independent assessment of the efficiency of the internal control system shall 

be carried out by an external independent consultant at least once a year, depending on changes 

in organizational activities and the general level of development, reliability and efficiency of the 

internal control system. The information on the results of an external independent assessment 

shall be submitted to the Internal Control and Risk Management Office and the Internal Audit 

Department. 

7.8  The Internal Control and Risk Management Office initiates the submission of the 

results of an external independent assessment of the efficiency of the internal control system to 

the Company’s Management Board and the Board of Directors for consideration (subject to 

preliminary consideration of such results by the Audit Committee of the Company’s Board of 

Directors). 

7.9 Continuous (constant) assessment of the efficiency of control procedures is an assessment 

of the internal control system carried out by the heads of business units in respect of the 

processes supervised by them, as well as employees and managers of the Company on an 

ongoing basis in the course of their daily activities in order to timely inform managers of the 

relevant level of identified deficiencies and take appropriate measures to eliminate them. 

7.10 Continuous (constant) assessment is built into the functional lines of activity 

(processes) at different levels of the Company’s management. 

7.11 Periodic assessment of the efficiency of control procedures is an assessment of the 

internal control system carried out at certain intervals; it varies in scope and frequency depending 

on the risk assessment. 

7.12 Periodic assessment of the efficiency of control procedures may be carried out by 

the heads of business units for the processes (lines of activity) they supervise, as well as by the 



Internal Audit Department as part of internal audits. 

 

8. Regulatory Support of the Company’s Internal Control Activities 

8.1 Regulation and regulatory support of the internal control process shall be carried out in 

the Company through the preparation and approval of methodological internal control 

documents. 

  



 

 Terms and Definitions 

 

Term 

 
Definition 

 

Internal control a process which is implemented by the Board of Directors 

of the Company, the Audit Commission of the Company, 

the collegial and sole executive bodies of the Company, 

managers and employees at all levels of the Company’s 

management, and which is aimed at providing reasonable 

assurance in achieving the Company’s goals. 

Reasonable guarantees 

(reasonable assurance) 

a concept according to which no matter how well developed 

and operating internal control is, it cannot guarantee the 

achievement of the Company’s goals. This is due to the 

limitations inherent in the internal control system. 

Internal control system a set of organizational measures, methods and procedures 

created and used in order to exercise internal control 

efficiently. 

Effective internal control a process that provides reasonable assurance in achieving 

the Company’s goals. This requires that each of the five 

internal control components and the related principles are in 

place and working, and that the five internal control 

components work together. 

In place and working the conclusion that the internal control components and the 

related principles were used in the design and 

implementation of the internal control system to achieve the 

goals. “Working” means the conclusion that the 

components and the related principles still exist and are 

used in the management of the internal control system to 

achieve the goals. 

Work together the conclusion that all five internal control components are 

interdependent and together reduce the risks of not 

achieving a specific goal to an acceptable level. 

External environment 

external conditions in which the Company operates and 

achieves its goals and which are related to cultural, social, 

political, legislative, regulatory, economic, natural, 

competitive and other areas at the international, national, 

regional or local levels, key criteria and trends that may 

affect the achievement of the Company’s goals, as well as 

relations with external stakeholders, the perception of risk 

by them and the significance of these external stakeholders 

for the Company. 

Internal environment internal conditions in which the Company operates and 

achieves its goals, including management, organizational 

structure, responsibilities and accountability, key policies, 

goals and objectives, as well as the strategy for their 

achievement, the Company's resource capabilities and 

knowledge, information processes, information flows and 

decision-making processes, relations with internal 

stakeholders, the perception of risk by them and the 



significance of these internal stakeholders for the Company, 

organizational culture, standards, guidelines and other 

documents that regulate the Company’s activities in various 

aspects. 

Control environment a set of standards, processes and structures that provide a 

basis for internal control and risk management in the 

Company. 

Risk management the coordinated actions carried out by the Company’s 

management bodies, employees and other stakeholders to 

run the Company taking into account the risk. 

Control procedure (control 

measure, internal control 

procedure) 

actions prescribed by policies and procedures, which help 

ensure the implementation of instructions and resolutions of 

the Company’s management bodies to reduce risks that 

impede the achievement of goals; 

Information and 

communication 

the Company needs information to organize the internal 

control and risk management system; communication is a 

continuous, repetitive process of providing, receiving and 

exchanging the necessary information; 

Monitoring procedures actions aimed at confirming the availability and functioning 

of the five components of the internal control and risk 

management system, including the controls that ensure the 

implementation of the principles within each component, 

using continuous (constant) evaluations, periodic 

(individual) evaluations, or a combination thereof. 

Subjects of the internal 

control system 

the internal control process participants. 

Internal control objects the production, financial, economic and other activities of 

the Company, as well as its assets, liabilities, accounting 

statements and other reports. 

Stakeholder a person or an entity that may affect or be affected, or that 

believes that it is affected by any decision or activity. 

Supervised process (line of 

activity) 

the functional area of the Company’s activities, the 

responsibility for the organization and coordination / 

implementation of which is assigned to the head of the 

business unit pursuant to the Company’s regulatory 

documents / regulations on the business unit. 

Preventive (preliminary) 

control 

control designed to prevent deviations, errors and corrupt 

practices and performed before the actual start of the 

process (operation). 

Current control control intended for the timely detection and immediate 

prevention or elimination of deviations, errors and corrupt 

practices and performed in real time during the 

implementation of routine procedures built into the process 

(line of activity). 

Follow-up control 

control designed to identify and eliminate deviations, errors 

and corrupt practices. 

Control procedure design the planned procedure for implementing the control 

procedure (as opposed to the actual implementation of the 

control procedure). 

Automated control 

procedures 

control procedures carried out automatically, without the 

participation of the performer (selection of values from a 

fixed list, automated check of the account number bits, use 



of check sums to control the completeness of data transfer 

between systems, etc.). 

Semi-automatic (IT-

dependent manual) control 

procedures 

control procedures carried out automatically, but with the 

participation of the performer. 

Manual control procedures control procedures carried out by the performer without the 

use of IT systems. 

Detecting control 

procedures 

procedures designed to detect deviations, errors and corrupt 

practices. 

Preventive control 

procedures 

control procedures designed to prevent deviations, errors 

and corrupt practices that may occur. 

Key control procedures 

procedures in the absence of which errors and violations 

could not be identified through other means of control. 

Non-key control procedures 

procedures in the absence of which errors could be 

identified by other means of control. 

Controls matrix (risk and 

control procedure matrix) 

a form for recording information on control procedures, 

which is used to document processes of the Company’s 

internal control system. 

 


